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to preserve a level of anonymity 
common just 20 years ago. In fact,
personal privacy may become one of
the most endangered resources of the
21st century.

One means for helping to 
preserve the privacy of personal
information is a privacy audit.
Privacy audits are one way to 
monitor and influence the level 
of privacy protection maintained 
by organizations, governments, or
systems. Reports by privacy auditors
can assure individuals that organiza-
tions adhere to privacy standards
and that those organizations that
pledge to protect privacy actually do
so. A records and information profes-
sional can play a key role in the 
privacy audit because privacy pro-
tection requires that organizations
adopt recordkeeping and disclosure
practices consistent with their own
policies and legal requirements that
affect them.

A new perspective on privacy
protection focuses on (1) the roles 
of information professionals and
auditors and (2) how they can collab-
orate to strengthen privacy. Broader
organizational controls for protecting
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privacy, notably the roles of privacy
commissioners and organizational
privacy policies, are also addressed
in the following sections. 

Privacy Defined and
Legislative Framework

The right to privacy is a funda-
mental right that should be 
guaranteed to all individuals. Privacy
has been defined as “the claims of
individuals, groups, or institutions to
determine for themselves when, how,
and to what extent information about
themselves is communicated to oth-
ers (Westin 1967).” The loss of privacy,
according to a Yale Law Journal article,
is the “extent to which we are known
to others; the extent to which we are
the subject of others’ attention; and
the extent to which others have 
physical access to us” (Gavison
1980). Even more simply stated, 
privacy is the “right to be left alone”
(MacNeil 1992). Individuals differ as
to the types of information they want
to protect, because ultimately privacy
is personal and subjective.

During the last 20 years, society
has increasingly focused attention on
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n the May 1999 issue of The
Economist bearing the cover
title “The End of Privacy,” the
author of the lead article
argues that the benefits of the

new information economy, such as
safer streets and better services and
products, more than offset the costs
of loss of personal privacy. However,
the article also documents a growing
concern about protection of personal
information. This concern will only
intensify as controlling the mounting
volume of personal information
available to third parties becomes
more difficult. Further, the editor of
The Economist argues that one would
have to go to extreme lengths today
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issues surrounding privacy. This
trend seems to be a reaction to the
dramatic decline in privacy as docu-
mented in The Economist article.
These concerns arise over the quantity
of information known about a person
and the technological advances in
accessing it via computerization,
telecommunications, and monitoring.
Citizens have voiced special concern
over the government’s use of infor-
mation and, in particular, its ability
to use computers to link or match
data about individuals from multiple
sources. This issue of privacy is one
of the most important and complex
ethical issues facing society today.

Many governments have passed
data protection legislation to prevent
misuse of personal information by
government. The underlying principle
of this legislation is that information
that citizens must disclose to govern-
ment should be protected – not used
for purposes other than that for
which it is collected – and not
improperly disclosed to others. In
Canada, for example, the federal
government and some provincial
governments have passed privacy
legislation to protect citizens against
the misuse of personal information
collected by the government. In 
the United States, the Privacy Act of
1974 protects personal information
captured in records held by govern-
ment agencies. Some equivalent
statutes have been passed at the 
state level as well. In Australia, the 

principal federal statute, the Privacy
Act of 1988, contains 11 Information
Privacy Principles that apply to 
the records of federal government
agencies. Australian states also have 
privacy laws that apply to govern-
ment records.

Of course, issues of protecting
personal information extend beyond
personal information collected and
maintained by government institu-
tions. Efforts have been made in
some jurisdictions to address the 
protection of personal information
collected and maintained by private
sector organizations. In Europe, for
example, control of information by
the private sector is regulated by 
the Organization for Economic
Cooperation and Development’s
(OECD) Guidelines on the Protection 
of Privacy and Transborder Flows of
Personal Data (Organization for
Economic Cooperation and Develop-
ment 1981) and the Council of the
European Union’s (EU) Convention
for the Protection of Individuals with
Regard to the Processing of Personal
Data (Council of the European Union
1981). In addition to these instru-
ments, the European Union has also
enacted the Data Protection Directive
that attempts to harmonize data 
protection laws throughout the EU.
The Directive requires EU members to
enact complementary legislation and
“imposes an obligation on member
states to ensure that the personal
information relating to European 
citizens is covered by law when 
it is exported to, and processed in,
countries outside Europe” (Electronic
Privacy Information Center and
Privacy International 2000).

In Canada, comprehensive privacy
protection legislation for the private

sector may be forthcoming. The
Canadian federal government has
introduced the Personal Information
Protection and Electronic Documents
Act. This legislation would extend
privacy legislation to segments of the
federally regulated private sector

and, potentially, segments of the
provincially regulated private sector
as well. This Act, Bill C-6, is modeled
on the Canadian Standards Associ-
ation’s Model Code for the Protection 
of Personal Information developed 
in 1996 and based in large part on 
the OECD Guidelines. The primary
objective of the Code is to assist 
organizations in developing and
implementing policies and practices
to be used when managing personal
information (Canadian Standards
Association 1996).

In Australia, rather than intro-
duce federal privacy legislation that
would apply to the private sector, 
the Prime Minister directed the
Privacy Commissioner to develop
voluntary codes of conduct for the
private sector. In 1998, the Privacy
Commissioner released these volun-
tary codes as National Principles.
The Principles detail guidelines 
for the fair handling of personal
information. In 1998, the federal 
government announced its intention
to introduce “light-touch” legislation
that would apply to the private 
sector and be based on the National
Principles. Under the proposed 
legislation, those in the private sector
will be allowed to develop their own
codes for protecting the privacy 
of personal information, including

its collection, storage, use, and 
disclosure. If organizations fail to
develop their own codes, the legisla-
tion provides default privacy rules
(Attorney General [Australia] 1999).
In the meantime, some pieces of leg-
islation protect personal information
in specific industries or functions,
such as telecommunications, medical
research, and credit reporting.

In the United States, no privacy
law applies to the private sector 
generally. Such federal legislation has
been broadly debated, but few 
initiates have moved forward into
law. However, piece-meal legislation
applies to specific sectors, functions,
or areas of information such as finan-
cial records, educational records,
telephone records, and credit reports
at both the federal and state levels.

…Information that citizens must disclose 

to government should be protected…

and not improperly disclosed to others.
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Within the context of regulatory
environments, perceptions of privacy
are often culturally and politically
bound. As noted in an article in 
CA Magazine, in Europe privacy is 
generally viewed as a basic human
right, while in the United States, 
privacy tends to be viewed more as
an economic good that can be sold or
exchanged (McKendry 1996). For
example, in the United States, one
individual launched a court case
against a company that sold his name
to another company for marketing
purposes. This individual argued not
that his privacy had been violated
but that the company had violated
his property rights by selling his
name. Thus far, in Canada and
Australia, privacy seems to fall 
somewhere in between these two
extremes, although the sale of names
via marketing lists remains common
practice (McKendry 1996).

This discussion of privacy legisla-
tion and codes provides a context 
for understanding privacy audits as
discussed in the balance of this 

article. An organization’s legislative
and policy environment is a key 
component in a privacy audit’s
assessment of acceptable risk.

Risk Management 
and Audit

Organizations face many differ-
ent types of risk, and an auditor must
evaluate each relevant type the 
organization faces. Auditors define
risk as anything that will prevent 
the enterprise from meeting its 
objectives. Organizations may risk
possible litigation, loss of business,
and loss of reputation if they do not
protect the privacy of their customers
and staff. For example, if government

organizations outside of the EU fail
to meet the standards of personal
information protection established in
the EU’s Data Protection Directive,
they may not be able to conduct 
certain types of business within
Europe. Reducing such information
risk is a primary objective of 
auditing. For example, accounting
auditors reduce (to an acceptable
level) the chance that a financial
statement is incorrect (Robertson and
Smieliauskas 1998).

Risk management is a process that
manages inherent risk, including
fraud, noncompliance with laws, 
regulations, costs, competition, and
change, by identifying

• potential risk

• potential impact of that risk on
an organization or organizational
unit

• controls that reduce the risk

• quality of the controls

• possible impact of any residual
risk

Risk management does not wholly
eliminate risk because the cost of
implementing controls sufficient to
eradicate all risk is rarely justified.
Therefore, the main objective of 
risk management is to reduce risk to
a manageable level. Changes in an
organization’s structure or environ-
ment impact the level of risk.
Therefore, the assessment of risk is a
continual process. 

A control structure reduces risk to
a manageable level because it
reduces the probabilities of errors 
or irregularities. Control includes an
organization’s resources, its processes,
systems, culture, and other things
that help it meet its objectives.

Documentation, including policies,
standards, and processes, is an essen-
tial component of an organization’s
control structures. 

The risk of these organizational
controls failing to manage inherent
risks is referred to as “control risks.”
Control risks can occur from flaws 
in the design of the organizational
controls and/or failure of the 
controls to operate as intended. To
reduce the risk that invasions or
breaches of privacy will impact 
negatively on an organization, an
auditor must identify the types of
personal information that are confi-
dential, the processes associated with
this type of information, the controls
connected to these processes, and the
possible outcomes if information is
not protected.

The word “auditor” originates
from a Latin word meaning “to
hear”; in ancient times auditors 
listened to the oral reports of respon-
sible officials (stewards) to owners 
or those having authority. They 
confirmed the accuracy of the
reports. Over the centuries the role 
of auditors as verifiers of official
reports evolved to include that of
written records.

Controls are essential to protecting
privacy. Controls include the devel-
opment of a privacy policy and 
the creation of procedures and other
documentation for carrying out the
policy. Training is necessary to
ensure that all staff members under-
stand the policy and procedures. The
privacy audit then determines
whether the organization is in 
compliance with the policy. The
degree of inherent and control risks
related to the privacy of personal
information determines whether the
control system is effective enough for
privacy objectives to be met.

Auditing as a profession arose out
of the need for accountability in what
can be best described as a “three-
party accountability relationship.” In
a three-part accountability relation-
ship, at least three parties with 
distinct social roles are always
involved. One party is the user of

Documentation, including policies, standards,

and processes, is an essential component 

of an organization’s control structures.
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some information (e.g., records) who
relies on the accuracy of this informa-
tion (i.e., the risk with using the
information is low). A second party 
is the preparer who has the responsi-
bility for preparing this accurate
information (e.g., managers, accoun-
tants, or records analysts employed
by management to act on their
behalf). However, experience has
shown that the user can’t always rely
on the preparer of the information for
its accuracy, especially if the preparer
is in a conflict-of-interest situation.
For example, a common type of 
conflict of interest arises when the
information is about the preparer’s
performance, which creates a poten-
tial bias in the information. In such
circumstances, an independent third
party may be needed to verify the
accuracy of the information to the
user. The third party serves the role
of the auditor.

In modern society, the primary
role of auditors has been to facilitate
economic accountability of manage-
ment to owners (investors, taxpayers,
and other providers of capital). 
This accountability of management
to owners is achieved through the 
use of annual financial statements 
prepared in accordance with stan-
dardized and generally accepted
accounting principles. The auditors’
role is to verify conformity with 
these principles. In essence, auditors
are required because the users 
of financial statements do not suffi-
ciently trust management to prepare
accurate financial statements and
cannot prepare them themselves. For
example, inflating earnings so that
they can get a higher bonus may be
in managers’ self-interest. Similar
problems can arise in other contexts
whenever a responsible party is put
in charge of other people’s money or
other resources. If the risk of bias or
deception is high (i.e., information
risk is high), then three-party
accountability is demanded, and the
auditor is called in. Three-party
accountability relationships tend to
increase as the complexity of society
and social relationships increases.

For this reason, as information risks
have increased the importance of
auditors has also grown.

Usually audit criteria (e.g., rele-
vance, reliability, neutrality, and 
completeness) will need to be 
tailored to the objectives of a particu-
lar audit engagement. That is, they
must be relative to the particular
accountability relationship that is the

subject matter of the audit engage-
ment. For example, criteria for the
effectiveness of healthcare services
are quite different from those, for
example, of a fire department. In
many aspects of the engagement, the
auditor must exercise professional
judgment to tailor evaluative criteria
and standards to a specific engage-
ment. For example, auditors are
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developing more efficient ways of
conducting traditional financial
statement audits through knowledge
of the auditee’s competitive environ-
ment and related strategic plans. In
other engagements, the auditor may
need to develop innovative criteria
unique to the engagement. In such
situations, intimate knowledge of the
auditee organization and its account-
ability needs become particularly
important.

Evaluative criteria also need to be
invoked in the conduct of privacy
audits. Here, privacy objectives are
operationalized by suitable criteria or
code that must be met such as the
Canadian Standards Association’s
Model Code for the Protection of
Personal Information, as discussed. 

A privacy audit is merely an
extension of audit practices to the
realm of personal information. As
with other types of audits, the 
privacy audit is primarily a verifica-
tion that a system of privacy controls
is in place and functioning. The level
of controls required is in turn a func-
tion of the risks that the privacy goals
will not be met. The combination of
inherent and control risks determines
the effectiveness of the system
designed to meet privacy objectives.

Auditors are increasingly extend-
ing the scope of their work to new
subject areas such as privacy audits
involving the collection and use of
private information on commercial
Web sites. Such privacy audits 
facilitate the growth of electronic
commerce by providing assurance to
customers on privacy and security
concerns. 

With respect to privacy audits 
in traditional organizations, a key
control is the organization’s record-
keeping system; in particular, records
professionals and their duties related
to information used by the organiza-
tion. The records analyst can and
should be a key component to 
preserving privacy of all types of
information in large organizations.
Privacy audits, therefore, tend to
focus on testing the controls and
evaluating the effectiveness of this
function.

A primary objective of a privacy
audit is to evaluate the overall effec-
tiveness of controls in meeting the
privacy objectives. Therefore, the
most important part of an auditor’s
report concerns overall effectiveness
of controls in meeting the privacy
objectives. Audit reports, however,
also may list various findings, partic-
ularly weaknesses, to assist manage-
ment in improving adherence to 
its privacy policy. The focus on 
weaknesses tends to make auditees
defensive and feel threatened when
being audited. So, the auditor must
have good interview and interper-
sonal skills and attempt to develop a
balanced evaluation that considers
not only control risk but also inherent
risk along with the costs and benefits
of various controls.

Therefore, auditors need to be
knowledgeable about the auditee
and concerned about being overly
alarmist in dealing with sensitive
subject matters such as personal 
privacy. An illustration of the impor-
tance of these issues is given in the
next section.

Some organizations have used
privacy audits as a tool to assess
compliance with privacy laws and
policies and to evaluate accompany-
ing risks. For example, the office of
the Australian privacy commissioner
conducts privacy audits of govern-
ment agencies and organizations to
assess structures and controls imple-
mented by management to ensure
that records containing personal
information are maintained in accor-
dance with Australia’s Privacy Act.
After such an audit, a draft report
outlining findings and recommenda-
tions is prepared. The subject of 
the audit then submits a formal
response. The final audit report is
composed and formally submitted 
to the privacy commissioner
(Australian Privacy Commissioner
2001). These reports reveal weak-
nesses in the implementation of the
Privacy Act, including problematic
trends. The office of the privacy 
commissioner also offers training
seminars to government agencies to

clarify the obligations of agencies
under the Privacy Act (Office of the
Federal Privacy Commissioner 1999).

A Case Study
Scope

From July 1998 to September
1999, the authors conducted a privacy
audit of personal information of 
faculty and staff collected and 
maintained by a large Canadian 
university. The audit had two 
objectives: (1) to assess whether the
university’s goals regarding the 
protection of faculty and staff per-
sonal information were effectively
met during the period May 1, 1995, to
April 30, 1999, and (2) to determine
whether the existing level of protec-
tion provided by the privacy policy
was appropriate.

The project team members
included a professor from the univer-
sity’s Faculty of Information Studies,
a professor from the university’s
School of Management, and a 
records analyst from the university’s
Archives and Records Management
Services Department.

Choice of Subject
The university selected for the

audit project is a large Canadian
institution with approximately 53,000
students and 6,000 faculty and staff.
The organizational and physical
structure of the university is complex
and supports a wide variety of pro-
grams spread over three separate
campuses.

The university was a desirable
case study subject for several key 
reasons:

• The project’s team members
were already familiar with the
university’s administration and
could readily identify stakeholders
in the management of personal
information, and team members
could also use established personal
and professional contacts within
the university to gain access to
those with responsibility and to
facilitate cooperation.

• The university had recently
implemented the human resources
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module of an electronic enterprise
information system, and this
event marked a fundamental
change in the technology used to
manage personal information.
Therefore, an investigation of 
the university’s management of
personal information was timely. 

• The university had an access
and privacy policy in place, and
the university’s Policy on Access
to Information and Protection of
Privacy outlined how personal
information could be collected,
used, and disclosed. The policy
also provided for the appoint-
ment of Freedom of Information
and Privacy Protection officers

who would work with a university
Freedom of Information and
Privacy commissioner to handle
access requests and resolve dis-
putes. The university’s privacy
policy provided an important
benchmark for the project team 
to use when evaluating how the
institution was managing the 
personal information of its faculty
and staff. Moreover, the policy
had not been actively monitored
since its introduction, and little
assessment of its success or 
failure was available.

• In 1999, the Canadian federal
government had introduced Bill
C-54, the Personal Information
Protection and Electronic Docu-
ments Act (although it was later
reintroduced as Bill C-6, at the
time of the audit it was Bill C-54
and is referred to as such
throughout this case study),
which proposed applying privacy
standards for personal informa-
tion to segments of the private

sector. The exact scope of the 
bill was unclear, but it could
potentially apply to Canadian
universities not currently covered
by provincial access and pri-
vacy legislation. These proposed
changes to the surrounding leg-
islative environment could have a
direct impact on the management
of personal information within the
university if they become reality.

• The project’s team members
believed that the university 
culture, as an academic research
institution, has fostered a greater
awareness of privacy issues
among its populace than other
types of organizations. For 

example, the university has
developed guidelines for protect-
ing the personal information of
humans used as subjects in acad-
emic research. University faculty
wishing to undertake research
involving human subjects must
apply to the university’s ethics
committee for approval. The
approval process includes an
assessment of research aspects,
such as access to records and
security of data. The project team
felt that a heightened awareness
of privacy issues may help bring
to light any potential problems 
or issues.

Process
The privacy audit consisted of a

number of related components. One
of the first activities was to engage in
preliminary discussions with the 
university’s privacy commissioner.
In concert with this discussion, the
project team held informal meetings
with key senior university adminis-
trators to provide input into the

engagement letter and the project in
general. Once the scope and nature of
the project were defined, the team
developed a questionnaire to act as a
guiding instrument when conduct-
ing interviews with university staff.
While scheduling and conducting
interviews, the project team under-
took a formal comparison of the 
university’s privacy policy with the
elements of the Canadian Standards
Association’s model privacy code
encapsulated in Bill C-54 (Canadian
Standards Association 1996).

The project team’s first step was
to approach the university’s privacy
commissioner to define the scope
and nature of the audit. The commis-
sioner was particularly interested in
learning how well the privacy policy
was working from the perspective 
of university employees. The com-
missioner had played a key role in
creating the policy, and no specific
monitoring of the effectiveness of the
policy had been instituted since its
inception in 1995.

In consultation with the privacy
commissioner, an engagement letter
was drafted that identified the 
objectives of the engagement and
authorized conducting the audit. The
engagement letter also defined the
purpose and scope of the audit,
terms of reference, detailed proce-
dures, and assistance required. The
engagement letter was important 
for soliciting the support and cooper-
ation of the university administration
and planning for the audit.

With the terms of the engagement
set out in the engagement letter, the
project team scheduled meetings
with key senior university adminis-
trators involved in managing faculty
and staff personal information at the
university. These meetings included
senior personnel in the human
resources, internal audit, and infor-
mation systems areas. The project
team used these meetings to refine
the scope of the project and provide
these key senior administrators with
the opportunity to provide input into
the nature of the project and the
engagement letter. It was also a key

…the university culture, as an academic research

institution, has fostered a greater awareness 

of privacy issues…than other types of organizations.
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An audit questionnaire was used
to interview university administra-
tive staff from a broad cross-section
of university offices. The project 
team interviewed administrators
from both central and decentralized
administrative offices and from both
the downtown and suburban cam-
puses. The questionnaire covered
topics such as accountability for 
protecting personal information, 
purposes of collecting personal 
information, the limitation of use and
disclosure of personal information,
and the retention of personal 
information. Interview questions 
also dealt with issues of identifying
personal information, safeguarding
personal information, and providing
access to an individual’s own personal
information. 

The project team conducted the
interviews in a manner that would
best provide them with accurate and
unbiased data. For example, the pro-
ject team made a conscious effort to
keep a low profile during the privacy
audit. The team did not want to raise
awareness of privacy issues in
advance of conducting interviews for
fear of influencing interview results.
For the same reason, the project team
maintained an informal atmosphere
during interviews to encourage 
honest responses. The team did not
want to appear as assessors who
would be reporting procedural 
failings of staff members to their

managers. The team also interviewed
staff at various levels within the uni-
versity and discovered that often
staff at different levels had differing
perceptions of how well privacy was
protected within the university. For
example, senior administrators often
reported that awareness of privacy

policies and procedures were in place
and implemented while more junior
staff reported differently. Even where
staff claimed that privacy of faculty
and staff personal information was
well protected within the university,
probing questions regarding details
of privacy administration often
revealed potential problems.

At every possible occasion, the
project team sought to identify and
obtain copies of relevant documenta-
tion. However, the project team soon
became aware that little documenta-
tion that detailed procedures for
managing personal information of
faculty and staff existed. Of the 
documentation that did exist, by far
the richest was found in the internal
audit and human resources areas.
Because so little documentation
existed, the interview component 
of the privacy audit became 
increasingly important.

This change was an important
departure from traditional audit
practice in which oral evidence is not
treated as very reliable. However, the
project team found, consistent with
some of the newer audit approaches
being developed, that oral evidence
cannot only be made reliable but 
also indispensable in obtaining the
types of information not normally
documented. People’s attitudes,
expertise, and trustworthiness may
be critical when formal procedures to
assure adherence to a policy are 
lacking. For example, the project
team found that even when senior
staff members were unaware of the
policy, their intuition – probably
based on many years of a shared 
culture within the university – was
largely in conformity with the policy.
In retrospect, this revelation is not
surprising because the shared culture
was largely reflected in the policy in
the first place. Thus, what at first
appeared to be a major flaw of the
system proved in practice not to
affect implementation of the policy.
From an archival perspective, oral
evidence in the form of inquiries 
and interviews provide a type of
meta-record of the effectiveness of

means to solicit the support and
cooperation of these administrators.
Informal discussions at these meet-
ings also helped the project team 
better understand the management
of personal information at the 
university. Discussions focused on
relevant university policies, common
procedures, and possible problem
areas. Existing documentation for
related procedures was identified
and obtained. Possible problem areas
identified during these meetings
proved to be invaluable when 
developing the audit’s interview
questionnaire.

An interesting finding of the
study regarding audit procedures is
that questionnaires prepared by 
privacy auditors in other contexts
were much too detailed and proce-
dural for this audit. These more 
traditional questionnaires took up
too much valuable administrator
time, especially given the lack of 
pre-existing formal controls in the
auditee organization. A briefer,
pointed questionnaire that was more
people-oriented and focused on the
staff that would make the difference
in determining the effectiveness of
the policy was much more effective.
The authors’ familiarity and knowl-
edge about the organization being
audited probably made this
approach feasible. Many auditors do
not have as intimate a knowledge of
their subject matter. Nevertheless,

the experience illustrated the impor-
tance of such knowledge to the point
the authors could confidently change
the audit approach. As noted earlier,
the auditing profession is increasingly
recognizing that in-depth knowledge
of a client is critical to the effectiveness
and efficiency of all audits.

…in-depth knowledge of a client 

is critical to the effectiveness and efficiency 

of all audits.
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the functioning of an information 
system such as that associated with
personal data. 

The university’s Internal Audit
Department had undertaken an
implementation audit of the human
resources module of the university’s

enterprise system. The project team
reviewed the working papers gener-
ated by Internal Audit during their
system implementation audit to
determine whether Internal Audit
included consideration of privacy
concerns in their audit of the system
and whether the human resources
system and surrounding procedures
were in compliance with the univer-
sity’s privacy policy.

Concurrent with the development
of the formal interview questionnaire,
the project team undertook an 
analysis of the university’s privacy
policy by comparing it to other 
privacy policy standards. Such a
comparison allowed the project team
to determine whether the university’s
privacy policy was more, or less,
stringent than other privacy stan-
dards. The standard selected for the
comparison was the Canadian
General Standards Board’s Model
Privacy Code that, incidentally, had
been incorporated into the federal
government’s Bill C-54. The project
team compiled a chart that detailed
each element of the privacy model
code and compared it to the universi-
ty’s policy. The chart made note of
differences, evaluated their signifi-
cance, and speculated as to their
potential impacts. The elements
examined matched those included in
the interview questionnaire such as
accountability, purpose of collection,
limiting use/disclosure/retention,
accuracy, safeguards, and openness.

The comparison chart revealed, for
example, that the university’s policy
does not require that the purpose of
collection be identified in advance,
documented, and communicated.

After completing the formal inter-
views, the policy comparison, and

the review of Internal Audit working
papers, the project team met to com-
pose the privacy audit report with its
several recommendations. Structured
according to common audit practices,
the audit report detailed the audit
objectives, criteria, and responsibili-
ties of management and the audit
project team. The report detailed
weaknesses and strengths discovered
during the audit and included general
conclusions. The bulk of the audit
report described the audit findings,
with each finding followed by a 
recommendation.

The draft audit report was 
forwarded to the original senior
administrative stakeholders for 
comments, corrections, and rebuttals.
A revised draft report was then 
forwarded to the university’s privacy
commissioner for informal comment
and criticism. The project team then
finalized the report and formally
submitted it to the university’s 
privacy commissioner.

The privacy audit report contained
a number of recommendations for
improving the management of faculty
and staff personal information at 
the university. Most often, these 
recommendations were developed
through the observations of the 
project team, and best practices were
identified through interviews with
administrative staff. Some recom-
mendations came from the expertise
and experience of the audit project
team as audit and information 

management professionals. Some
recommendations were developed
via an analysis of practices invoked
by offices to address similar func-
tions or problems. For example, the
university requires that division
heads sign an accountability report to
confirm that they are in compliance
with financial management policies.
The audit report recommended that
this concept be applied to confirm
compliance with privacy policies 
as well.

The recommendations concern
raising awareness of the privacy 
policy, implementing the privacy
policy, addressing risks posed by
technological changes, and the role 
of Internal Audit. Perhaps the key
recommendation was to develop fur-
ther general documentation practices
and procedures, including an annual
accountability report acknowledging
awareness of the policy and listing
policy implementation procedures
that are submitted by division heads
to the privacy commissioner, training
and awareness, ongoing monitoring,
and other general documentation
and procedures. The report noted
that the records analyst could be
charged with developing many of
these procedures under the approval
of the privacy commissioner. If
accepted, this responsibility could be
an important new role for the records
analyst.

Project Benefits
The privacy audit project success-

fully met the goals of the project
team. The academic team members
concluded that the audit process
could be a quite valuable function for
information management profession-
als. Audit has been practiced for
many years in other organizational
areas and, therefore, has fully devel-
oped methodology and procedures
for use. Bringing audit practice into
the records management realm
means that records professionals
have the benefit of a fully developed
model as well as the credibility and
authenticity that the audit process
brings.

The privacy audit report contained…
recommendations for improving 

the management of faculty and staff 
personal information at the university.
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Analyzing privacy issues in a
case-study environment substantially
heightened team members’ under-
standing and appreciation of the 
difficulties inherent in maintaining
the privacy of personal information.
The role and impact of different 
contextual factors, such as new 
technologies, organizational culture,
administrative structure, and other
factors, became very clear when
examined in a real-world environment.

The project also did a great deal 
to promote each member’s under-
standing of the audit and informa-
tion management fields and the 
relationship – and possible partner-
ship – between them. Regular team
meetings became a forum for discus-
sion and debate on topics relating 
to the two fields. In essence, these
meetings evolved into an informal
knowledge-sharing exercise with
each team member contributing to
each other’s understanding.

The privacy audit also gave value
to the university generally and to the
university’s privacy commissioner
specifically. The audit identified 
and evaluated the university’s 
policies, procedures, and practices
surrounding the management of 
personal information and made 
note of areas of weakness and 
best practice. Associated risks were 
identified, described, and evaluated,
and appropriate recommendations
were developed.

Moreover, the audit provided
opportunities to promote the univer-
sity’s own information and records
management programs. Many of the
recommendations in the final audit
report discussed how adherence to
developed records management 
policies and procedures could help
protect the privacy of university 
faculty and staff personal information.
Meetings and interviews with the
university administration to conduct
the privacy audit also supplied the
project team with opportunities to
promote the role of the university’s
records management program. When
appropriate, the team could refer

university administrators to relevant
policies, procedures, services, and
products developed through that
program.

Furthermore, the privacy audit
helped the records analyst establish a
network of senior administrative
contacts, including officials from 
the Human Resources, Internal
Audit, and Information Systems
Departments. The benefit of having
established contacts with these 
individuals will extend beyond the
parameters of the privacy audit itself.

Additionally, the privacy audit
provided the records analyst team
member with limited access to the
university’s enterprise system.
Under the auspices of the privacy
audit project, the records analyst was
provided with access to the “sand-
box” enterprise system from which
system functionality could be
deduced. System training was also
provided along with supporting 
systems information such as user
access profiles. This information was
not only essential to the privacy audit
but is also essential to the analyst’s
regular duties.

Finally, the privacy audit team
suggests that from their foundational
efforts the privacy audit may be used
as the basis of further study and
research. Opportunity to conduct
similar privacy audits exists in other
environments, and lessons learned
from this study will make a useful
contribution to them.

Of course, the privacy audit was
not without significant challenges.
Primarily, the project team struggled
with finding a common language for
discussing the privacy audit both
among themselves and with other
stakeholders. Team members and
stakeholders had unique perspec-
tives to bring to the project, which,
while enriching the process, made
consensus difficult to achieve.

Conclusion
The privacy audit was a great

learning experience in several
respects. First, privacy audits can be

very important in monitoring the
effectiveness of privacy policies to
protect personal privacy. Second, a
key formal control in implementing
privacy protection is the issuance 
of regular accountability reports 
prepared with the help of information
and records management profession-
als. Third, information management
professionals must play a part in the
privacy control system. Fourth, the
knowledge of the entity and subject
matter is essential in conducting the
audit, especially in evaluating the
less formal controls.

In this audit the informal controls
were sufficient for protecting the 
personal privacy of employees in the
organization. The authors’ knowl-
edge of the organization audited, 
as well as oral evidence based on
interviews and inquiries, was critical
to evaluating the competence and
trustworthiness of the staff that
allowed the informal controls to
function so effectively. However, this
situation may be unique to the 
university environment used in this
case study that continues to maintain
a number of long-term senior
employees. Many organizations
experience significant staff turnover
at all staffing levels. This turnover
weakens the informal controls and
consequently requires strengthening
of compensating formal controls so
that privacy objectives continue to be
met in the future. In this study, the
organization is expected to undergo
significant staff turnover as a result
of a wave of retirements expected for
the “boomers” hired in the 1960s.
Consequently, the formal controls
must become better developed and
will become increasingly important
in maintaining privacy objectives.

The real measure of success for
the privacy audit will be whether the
university’s privacy commissioner
chooses to accept and adopt the 
project team’s recommendations as
outlined in the privacy report. He
included a copy of the privacy report
in his final report to the commissioner,
but he has not formally accepted or



rejected the recommendation. By coincidence, the report
was submitted to the commissioner’s office just as a 
new privacy commissioner was taking on the position. 
The project team eagerly awaits the new commissioner’s
response.
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